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Adversaries Turning to Cyber as
Weapon of Choice

Beth Sanner

Former Deputy Director of National
Intelligence, Department of National
Intelligence
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I A world of pain

UKRAINE

NORTH KOREA
Cﬁmea/o
JAPAN ATLANTIC SYRIA ’
0———Senkaku Is. OCEAN Iﬂﬁﬂf
. TAIWAN : AFGHANISTAN /i;
PAKISTAN
PACIFI(
OCEAN

B Serious regional rivals Big potential flashpoints




Risk of Russian Cyber Attack Yet to










RUSSIA
Nord Stream 1

Nord Stream 2
I:"""“_""}
“:-.-_...___=.L

| e
“ Dellberate dis

&-s-a.

EU energy 1nfrastructure



5 7
+'ACT OF SABOTAGE' HITS

III o -

# GERMAN\RAIL SYSTEM

'&ﬂﬂ._———'h i

L 2



Dnieper ¢

River .
- ¢ Luhansk
UKRAINE Py
Zaporizhzhia PR 7
P L _,_eiDonetsk
o x; f
MOLDOVA W ) A g e
SLLITIE 5 (Vi " Mariupol
® Kherson Mltpgpl
| RUSSIA
00k Black Sea
Russian military control | Held or regained by Ukraine

\\ Limited Russian military control [ Russia annexed Crimea in 2014

Source: Institute for the Study of War (21:00 GMT, 9 October) BB



3

*¥ Escalating US-China Rivalry Increases Cyber Threat







America’s ‘once unthinkable’ chip
export restrictions will hobble China’s

semiconductor ambitions

The Chip War With China
Is Just Getting Started

U.S. aims to hobble China's chip industry
with sweeping new export rules

Ban on US Talent at China Chip Firms
Thwarts Xi's Key Ambition

m Biden administration’s new strictures choke off talent flow
m President Xi sees technological advancement as key to future






¥ ! - i |
5 ""I:'i-."-\-.-'-:l "n.l.. o
e . ¥ 3 s Sy
L . - w g _".. =
o g - i

Iran — Israel Cyber War Presents Cautionary Tale




2020 marks “a changing point in the history of

modern cyber warfare.”
Israel’s National Cyber Director

Report: Iranian cyberattack
on Israel’s water supply
tried to raise chlorine to
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Billboard in Isfahan:
“Khamene1!

Where's Our Gas?”
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Check out shout-outs
Israel News | Tech News from local guys

Iranian-linked Hackers Release Data
From Israeli LGBTQ Dating App

The Black Shadow hacker group carried out ‘one of the most serious attacks
ever on privacy in Israel,’ potentially exposing sensitive information like
users' HIV status

Visiting Tel Avive-Lookin
company...

Hours after releasing the Atraf data, Black Shadow leaked detailed information on blood tests, CT scans, gynecology appointments,
vaccinations and more for some 290,000 patients at Machon Mor medical institute in Bene Beraq




FOR. IMMEDIATE RELEASE Wednesday, September 14, 2022

Three Iranian Nationals Charged with Engaging in Computer Intrusions and
Ransomware-Style Extortion Against U.S. Critical Infrastructure Providers

2016: Iranians hack New York dam June 2022
Iranian-backed hackers targeted Boston
“ﬁ‘ﬂ! rE:D Children's Hospital, FBI chief says

CONSPIRACY TO COMMIT COMPUTER INTRUSION

7 WANTED
\Z/ BY THE FBI




Hacktivism for Evil and Good
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Starting East and Shifting West
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Hey pals! We should go with Russian public companies. Please
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sl
- e Ukraine’s success in thwarting Russian cyber attacks

e NSA’s Hunt-Forward
e CISA’s new model of collaboration

* FBI’s Virtual Asset Exploitation Team
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